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RISK MANAGEMENT   
REPORT
“Vodacom’s risk and control procedures are well-developed and enhanced on an ongoing basis. The risk 
management framework was updated during the past year to align with ISO 31000 and other risk management 
best practices. The updated framework is being rolled out across the Group, which will make up-to-date risk 
management information and dash boards available to management. All updates of operational and tactical 
risks are currently being done on the new risk management system.”

JOHAN VAN GRAAN CHIEF RISK OFFICER

The Board reviews the critical and high strategic risks regularly 
and approves the Group’s risk appetite yearly. Directors consider 
strategic risks when they formulate strategy, approve budgets 
and monitor progress against business plans.

The Group’s Audit, Risk and Compliance Committee (‘ARC 
Committee’) is responsible for monitoring the risk management 
function and processes, and assessing significant risks facing the 
Group. This includes monitoring the technology governance 
framework and associated risks.

The Group Risk Management Committee (‘GRMC’) is responsible for 
managing risk and implementing appropriate controls. The Chief 
Risk Officer chairs the GRMC and it includes Group Executive 

Committee members and Managing Directors of each operating 
company. Certain specialised risks, such as health and safety, 
technology security and electromagnetic frequency, have separate 
structures that monitor the processes and projects related to 
managing these risks. These structures report to the GRMC.

Line management throughout the Group are responsible for 
managing risk. The Risk Group, which reports to the Chief Risk 
Officer, guides and assists them.

Risk Management Committees in each operation oversee the 
process. The respective Managing Directors chair these committees, 
which include the Executive Committee members in each country.
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The process we follow:

Risks are assessed based on the likelihood of them happening after taking into 
account the controls that are already in place to mitigate them. Again we use a  

scale from 1 to 5, where 1 is “never” and 5 is “almost certain”. When we rate a risk 
likelihood as “5”, it means the controls in place will not prevent the risk from happening 

due to factors outside our control or the control effectiveness is poor.

Assess  
their  

likelihood

Management reviews all critical and high risks to determine which of these need 
additional treatment to reduce the risk to a medium or low. One such type treatment  

 is the implementation of additional controls.

Treat 
the risk

Various levels of management in each operating company define risks 
at project, process, operational, tactical and strategic levels.

Define 
the risks

Risks are assessed based on their potential impact on the operation (customers, 
business systems and employees), financial position and reputation (stakeholders and 
brand). At level 1 the risk impact is seen as insignificant and at level 5 as catastrophic.  
For example, if more than half of our customers would be impacted by the risk, the impact 
would be classified as level 5.

Assess 
their impact

We classify risks as critical, high, medium and low based on the impact and 
likelihood score. Where a risk has a high likelihood of occurring and the impact on our 
operations, financial position or reputation is also high it would be considered critical.

Classify 
the risk

All risks are captured on the newly implemented risk management system. Risks are 
monitored continually and reviewed every six months. Quarterly risk reports are 
provided to the GRMC, the ARC Committee and the Board.

Monitor  
and report
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RISK MANAGEMENT REPORT continued

RISK
Regulatory decisions and 
changes in regulation

Increased competition Unpredictable political, 
economic and legal risks

Major network and billing 
infrastructure failures

Complying with competition 
legislation

Customer privacy Consumer protection

Context We comply with a wide range of 
requirements that regulate the 
licensing, construction and 
operation of our networks in 
our operating countries. In 
particular, the decisions of 
regulators on granting spectrum 
licences as well as wholesale 
and retail tariffs may affect us 
negatively.

We are facing increased 
competition in all our markets. 
Our ability to compete 
effectively depends on network 
quality, capacity and coverage, 
pricing of services and devices, 
quality of customer services, 
developing new and improved 
products and services in 
response to customer demands, 
new technologies, the reach 
and quality of our sales and 
distribution channels, and 
capital resources. In particular, 
driving down prices to stay 
competitive, along with 
increased capital investment to 
support growth in traffic, may 
negatively impact our financial 
performance.

The value of our investments in 
our markets may be negatively 
affected by political, economic, 
tax and legal developments 
beyond our control or due 
to public sector corruption. 
In particular, the mobile 
communications industry 
can often be subject to 
unpredictable, higher direct  
and indirect taxes in the 
countries we operate in.

We operate complex mobile 
networks that rely on third 
parties to provide power or 
transmission. Network and 
billing infrastructure may also 
be damaged by natural disasters 
or terrorism. In particular, 
network outages may 
negatively impact customer 
usage, revenue and our 
reputation.

The South African competition 
authorities have been actively 
targeting different industry 
sectors, with the Competition 
Commission launching 
full-scale enquiries into 
non-competitive practices. We 
may face penalties, reputational 
damage, or lose stakeholder 
and shareholder confidence 
if we do not comply with 
the requirements of the 
South African Competition Act.

Our ability to protect sensitive 
customer information is 
material to building trust with 
our customers and to our 
reputation. The POPI Act, was 
signed into law in South Africa 
in December 2013, provides 
for a one-year implementation 
period. POPI impacts almost 
all business areas and requires 
significant changes in the way 
in which electronic and paper 
records are collected and 
processed. We may be subject 
to regulatory intervention and 
reputational harm if we fail to 
comply with POPI within the 
stipulated timeframe.

The National Consumer 
Commission (‘NCC’) has focused 
on the interpretation of specific 
provisions of the Consumer 
Protection Act (‘CPA’), relating to 
prohibiting the forfeit of unused 
minutes and data, handset 
subsidies, international roaming 
costs and subscriber fixed-term 
contractual terms. Adverse 
interpretation of certain 
provisions and non-compliance 
with the CPA may result in 
regulatory intervention with 
associated financial losses and 
reputational harm.

Mitigating factors  We have specialist regulatory 
and government relations 
teams.

 We participate actively 
through written submissions 
and formal hearings on 
legislative and regulatory 
changes.

 We have access to best 
practice and international 
debate through Vodafone.

 We conduct detailed 
scenario planning on an 
ongoing basis.

 We continue to invest in 
network coverage and 
quality.

 We continue to expand 
distribution.

 We’re focused on improving 
the customer experience 
across all touchpoints.

 We offer a wide range of 
devices at competitive 
prices.

 We continue to offer more 
value to customers through 
our pricing transformation.

 We have a comprehensive 
stakeholder relations 
strategy in place in all the 
countries we operate in.

 Vodacom has implemented 
an anti-corruption, anti-
money laundering and 
anti-terrorist financing 
programme to prevent the 
giving and receiving of bribes 
and other corrupt acts.

 We have a specialised tax 
management capability and 
seek expert tax advice as 
needed.

 We will consider litigation to 
enforce compliance with 
legislation among 
competitors.

 We have comprehensive 
business continuity and 
disaster recovery plans  
in place.

 We invest in maintaining and 
upgrading our networks on 
an ongoing basis.

 We are self-providing 
transmission links on critical 
routes in our networks to 
reduce reliance on external 
parties.

 We are making investments 
to ensure adequate 
redundancy capabilities 
where feasible.

 We have comprehensive 
insurance in place.

 We continue to consider dual 
generator and alternative 
energy supply solutions 
where feasible.

 All new products and 
services are reviewed for 
compliance with all 
applicable laws, including 
the Competition Act, before 
being approved for launch.

 Detailed evaluations of the 
impact of new products and 
services, promotions, 
campaigns and tariff 
enhancements are done in 
terms of the Electronic 
Communications Act.

 All distribution channel 
agreements have been 
updated to comply with 
legislative changes.

 We have implemented the 
Vodafone Global Privacy 
Framework and toolkit in all 
our markets.

 We are responding to the 
requirements for South 
Africa through an enterprise 
project across all areas of 
business. Awareness and 
training form part of the 
project.

 Regulatory Affairs continues 
to engage with key 
stakeholders as we 
implement the necessary 
processes to comply with 
POPI.

 We have made changes to 
our customer agreements to 
ensure they are compliant 
with the CPA.

 Engagement continues with 
the NCC on other provisions 
of the CPA that are unclear.

 We participate in industry 
bodies that aim to resolve 
such issues for the benefit of 
the industry.
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RISK
Regulatory decisions and 
changes in regulation

Increased competition Unpredictable political, 
economic and legal risks

Major network and billing 
infrastructure failures

Complying with competition 
legislation

Customer privacy Consumer protection

Context We comply with a wide range of 
requirements that regulate the 
licensing, construction and 
operation of our networks in 
our operating countries. In 
particular, the decisions of 
regulators on granting spectrum 
licences as well as wholesale 
and retail tariffs may affect us 
negatively.

We are facing increased 
competition in all our markets. 
Our ability to compete 
effectively depends on network 
quality, capacity and coverage, 
pricing of services and devices, 
quality of customer services, 
developing new and improved 
products and services in 
response to customer demands, 
new technologies, the reach 
and quality of our sales and 
distribution channels, and 
capital resources. In particular, 
driving down prices to stay 
competitive, along with 
increased capital investment to 
support growth in traffic, may 
negatively impact our financial 
performance.

The value of our investments in 
our markets may be negatively 
affected by political, economic, 
tax and legal developments 
beyond our control or due 
to public sector corruption. 
In particular, the mobile 
communications industry 
can often be subject to 
unpredictable, higher direct  
and indirect taxes in the 
countries we operate in.

We operate complex mobile 
networks that rely on third 
parties to provide power or 
transmission. Network and 
billing infrastructure may also 
be damaged by natural disasters 
or terrorism. In particular, 
network outages may 
negatively impact customer 
usage, revenue and our 
reputation.

The South African competition 
authorities have been actively 
targeting different industry 
sectors, with the Competition 
Commission launching 
full-scale enquiries into 
non-competitive practices. We 
may face penalties, reputational 
damage, or lose stakeholder 
and shareholder confidence 
if we do not comply with 
the requirements of the 
South African Competition Act.

Our ability to protect sensitive 
customer information is 
material to building trust with 
our customers and to our 
reputation. The POPI Act, was 
signed into law in South Africa 
in December 2013, provides 
for a one-year implementation 
period. POPI impacts almost 
all business areas and requires 
significant changes in the way 
in which electronic and paper 
records are collected and 
processed. We may be subject 
to regulatory intervention and 
reputational harm if we fail to 
comply with POPI within the 
stipulated timeframe.

The National Consumer 
Commission (‘NCC’) has focused 
on the interpretation of specific 
provisions of the Consumer 
Protection Act (‘CPA’), relating to 
prohibiting the forfeit of unused 
minutes and data, handset 
subsidies, international roaming 
costs and subscriber fixed-term 
contractual terms. Adverse 
interpretation of certain 
provisions and non-compliance 
with the CPA may result in 
regulatory intervention with 
associated financial losses and 
reputational harm.

Mitigating factors  We have specialist regulatory 
and government relations 
teams.

 We participate actively 
through written submissions 
and formal hearings on 
legislative and regulatory 
changes.

 We have access to best 
practice and international 
debate through Vodafone.

 We conduct detailed 
scenario planning on an 
ongoing basis.

 We continue to invest in 
network coverage and 
quality.

 We continue to expand 
distribution.

 We’re focused on improving 
the customer experience 
across all touchpoints.

 We offer a wide range of 
devices at competitive 
prices.

 We continue to offer more 
value to customers through 
our pricing transformation.

 We have a comprehensive 
stakeholder relations 
strategy in place in all the 
countries we operate in.

 Vodacom has implemented 
an anti-corruption, anti-
money laundering and 
anti-terrorist financing 
programme to prevent the 
giving and receiving of bribes 
and other corrupt acts.

 We have a specialised tax 
management capability and 
seek expert tax advice as 
needed.

 We will consider litigation to 
enforce compliance with 
legislation among 
competitors.

 We have comprehensive 
business continuity and 
disaster recovery plans  
in place.

 We invest in maintaining and 
upgrading our networks on 
an ongoing basis.

 We are self-providing 
transmission links on critical 
routes in our networks to 
reduce reliance on external 
parties.

 We are making investments 
to ensure adequate 
redundancy capabilities 
where feasible.

 We have comprehensive 
insurance in place.

 We continue to consider dual 
generator and alternative 
energy supply solutions 
where feasible.

 All new products and 
services are reviewed for 
compliance with all 
applicable laws, including 
the Competition Act, before 
being approved for launch.

 Detailed evaluations of the 
impact of new products and 
services, promotions, 
campaigns and tariff 
enhancements are done in 
terms of the Electronic 
Communications Act.

 All distribution channel 
agreements have been 
updated to comply with 
legislative changes.

 We have implemented the 
Vodafone Global Privacy 
Framework and toolkit in all 
our markets.

 We are responding to the 
requirements for South 
Africa through an enterprise 
project across all areas of 
business. Awareness and 
training form part of the 
project.

 Regulatory Affairs continues 
to engage with key 
stakeholders as we 
implement the necessary 
processes to comply with 
POPI.

 We have made changes to 
our customer agreements to 
ensure they are compliant 
with the CPA.

 Engagement continues with 
the NCC on other provisions 
of the CPA that are unclear.

 We participate in industry 
bodies that aim to resolve 
such issues for the benefit of 
the industry.


